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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to astareadcuracy of this document, Telit
assumes no liability resulting from any inaccuraagd omissions in this document, or from
use of the information obtained herein. The infdiorain this document has been carefully
checked and is believed to be entirely reliablewkler, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the tigimhake changes to any products described
herein and reserves the right to revise this dootirmed to make changes from time to time
in content hereof with no obligation to notify apgrson of revisions or changes. Telit does
not assume any liability arising out of the appima or use of any product, software, or
circuit described herein; neither does it convegiise under its patent rights or the rights of
others.

It is possible that this publication may contaiderences to, or information about Telit
products (machines and programs), programmingeices that are not announced in your
country. Such references or information must notdmestrued to mean that Telit intends to
announce such Telit products, programming, or sesvin your country.

Copyrights

This instruction manual and the Telit products desd in this instruction manual may be,
include or describe copyrighted Telit material, ’'suas computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and its licensors certain exclusive rights foopyrighted material, including the
exclusive right to copy, reproduce in any form trilisite and make derivative works of the
copyrighted material. Accordingly, any copyrightedaterial of Telit and its licensors
contained herein or in the Telit products describedhis instruction manual may not be
copied, reproduced, distributed, merged or modifiedany manner without the express
written permission of Telit. Furthermore, the puasé of Telit products shall not be deemed
to grant either directly or by implication, estopper otherwise, any license under the
copyrights, patents or patent applications of Tabtarises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) pidd described in this instruction manual
may include copyrighted Telit and other 3rd Panppied computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and other 3rd Party supplied SW certain esiolel rights for copyrighted computer
programs, including the exclusive right to copyreproduce in any form the copyrighted
computer program. Accordingly, any copyrighted Ter other 3rd Party supplied SW
computer programs contained in the Telit produetscdbed in this instruction manual may
not be copied (reverse engineered) or reproduc@shynmanner without the express written
permission of Telit or the 3rd Party SW suppliaurtRermore, the purchase of Telit products
shall not be deemed to grant either directly orirbplication, estoppel, or otherwise, any
license under the copyrights, patents or patericagtions of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalgeflicense to use that arises by operation
of law in the sale of a product.

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. » Page 3 of 63
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gntypof Telit and its licensors. It is
furnished by express license agreement only and lmaysed only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted materidaking unauthorized copies is
prohibited by law. No part of the software or doamtation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or teded into any language or computer language,
in any form or by any means, without prior writ@@@rmission of Telit

High Risk Materials

Components, units, or third-party products usedhm product described herein are NOT
fault-tolerant and are NOT designed, manufactuogdntended for use as on-line control
equipment in the following hazardous environmeatgiiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Air@ft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (HighkRistivities"). Telit and its supplier(s)
specifically disclaim any expressed or implied waty of fithess for such High Risk
Activities.

Trademarks

TELIT and the Stylized T Logo are registered indemark Office. All other product or
service names are the property of their respectivgers.

Copyright © Telit Communications S.p.A. 2011 - 2013.
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Introduction

Scope

The scope of the document is to present the featamd the application of the Star Network
embedded stack available on Telit modules LE50-4B50-868 and LE70-868.

Audience

This document is intended for Telit customers, vahe integrators, about to implement their
applications using Telit radio modules.

Contact Information, Support

For general contact, technical support, to repoduchentation errors and to order manuals,
contact Telit Technical Support Center (TTSC) at:

TS-SRD@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:
http://www.telit.com/en/products/technical-suppecetter/contact.php

For detailed information about where you can by Telit modules or for recommendations
on accessories and components visit:

http://www.telit.com

To register for product news and announcementsoprpfoduct questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possikeep us informed of your comments and
suggestions for improvements.

Telit appreciates feedback from the users of diarination.
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1.4. Document Organization
This document contains the following chapters:

Chapter 1: “Introduction’provides a scope for this document, target audieoontact and
support information, and text conventions.

Chapter 2: “Description of Standard Functionalitiegives a detailed description of the
standard functionalities and operation of the Stetwork protocol stack.

Chapter 3: “Description of Telemetry Functionalitiegives a description of telemetry
functionalities and operation of the Star Networstpcol stack.

Chapter 4: “Smart Repeatedescribes the Smart Repeater functionalities amelsgsome
usage examples.

Chapter 5: “LT70"describes the LT70 functionalities.

1.5. Text Conventions
@ Danger — This information MUST be followed or catmgphic equipment failure or bodily
injury may occur.

Caution or Warning — Alerts the user to importanbmts about integrating the module, if
these points are not followed, the module and ersg¢iuequipment may fail or malfunction.

Tip or Information — Provides advice and suggestios that may be useful when
integrating the module.

@ =

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.

1.6. Related Documents
e [1] EN 300 220-2 v2.3.1 ETSI Standards for SREebruary 2010
* [2] ERC Rec 70-03 ERC Recommendation for SRD, A€

* [3] 2002/95/ECDirective of the European Parliatremd of the Council, 27 January
2003

* [4] SR Manager Tool User Guide 1vw0300899
* [5] xE50-868/433 RF Module User Guide 1vv0300905
e [6] 2006/771/EC Harmonization of the radio spettfor use by short-range devices

e [7] 2009/381/EC Amending Decision 2006/771/EC amtonization of the radio
spectrum for use by short-range devices

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 8 of 63
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2. Description of Standard Functionalities

This Chapter is dedicated to the standard funditynaf the Star Network protocol stack.

There are 2 different modes available for Star Mekvprotocol stack that are described in the
following paragraphs:

» TheConfiguration Modewhich allows to parameter the module. It is sebuilgh the
use of Hayes commands sent on the serial link.

» TheOperating Modewhich is the functional use for data transmission

2.1. Configuration mode

Hayes or 'AT' commands complies with Hayes protoseld in PSTN modem standards. This
‘AT’ protocol or Hayes mode is used to configuree thodem parameters, based on the
following principles:

* A data frame always begins with the two ASCAT' characters, standing for
‘ATtention’

« Commands are coded over one or several characimay include additional data

* A given command always ends up with a <CR> CarrRegrirn

| A | T | Command |  Additional data | <CR>

& WARNING:
The delay between 2 characters of the same comnmansdt be less than 10 seconds.

The only exception to this data-framing rule is Hvatching command from the operating
mode to configuration mode. In this case only:

» the escape code (‘+++’) must be started and foltbimea silent time at least equal to
the serial time out.

e <AT> and <CR> shall not be used.

T

H 7 e { s 3 y ) ’ o =
(i s - It AP -
- it M J = AR g < 4
SSEES i g /
— T - U [
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Below is the complete list of the ‘AT’ commands dafle on the module.

Command Description
Hayes Mode Activation
‘+++’ command gives an instant access to the modeparameters
configuration mode (Hayes or AT mode), whateverdingent operating
mode in process might be.
+++ ‘+++’ command should be entered as one string,iti.ehould not be
preceded by ‘AT’ and followed by <CR> but two sileimes whose
duration is configurable via S214 register (Setiale-out). The time
between two ‘+’ must not exceed the time-out value.
Hayes mode inactivates radio functions.
Communication mode activation
‘ATO’ command gives an instant access to the modeoperating
ATO mode, configured in S220 register.
‘ATO’ command is used to get out of Hayes modeviltalso terminate
all running carrier tests if any.
Answer :OK or ERRORIf the configuration is not complete
Modem'’s firmware version
‘AT/V' command displays the modem’s firmware versias follows:
pp.XCR.MM.mm-Bbbb<CR>pp.B00.NN.nn
With:
ppis the platform:
. GC: LE50-868
. GD: LE50-433
. GJ: LE70-868

XCR: X is the stack (S for Star Network and B for Boodeq).
ATV : N
Cis the casing:
. 0: OEM boards
. 1: USB dongle or IP67 box

R is reserved and always read as ‘0’

MM : Major version of firmware
mm: minor version of firmware
bbb: build number of firmware
NN: major version number of bootloader
Nn: minor version number of bootloader
AT/S Modem’s registers status
‘AT/S’ command displays status of all relevant stgis of the modem
Register interrogation
‘ATSn?’ command displays the content of Hayes tegisiumber n
ATSH? (Refer to the register description table).
’ Some registers are standard for every Telit modesmite others are
specific to some products.
Answer :Sn=x<CR>
Register modification
‘ATSn=m’ command configures Hayes register numbwith the value
ATSn=m m, e.g. ATS200=4<CR> enters the value ‘4’ in thgister S200.
The value is automatically stored in the EEPROM imsm
Answer :OK or ERROR

ﬂ ‘“l"'n g ] W;ﬂ"“
‘a—-h
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Parameters reset

ATR ‘ATR’ command resets all modem'’s parameters tor ttiefault values.
Answer :OK
Stand By Activation
ATP When serial stand by is set, the ‘ATP’ commandthatmodule in stand

by mode. To wake up the module, send a NULL (Ox@yacter.
Switch to Bootloader

‘ATBL’ command escape from the main program and rilme

bootloader. This command is useful to update thaviare by serial o

radio link. See the dedicated part for details.

ATBL

Specific ‘AT’ commands has been integrated in otdenake measurements and tests.

Command Description
ATTO Pure carrier transmission at center frequency
ATT1 Modulated carrier transmission
ATTO EXxit carrier transmission

NOTE:

After an AT command (ended by <CR> ), the serialkligives back result code, which is
“OK” or “‘ERROR”.

NOTE:

“+++” command gives back “OK”..

These commands are effective after a maximum d#ldp msS; the back code OK indicates
the good execution of the command, and another @rdnean be sent right after the back
code OK.

Reprodu served. Page 11 of 63
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Operating mode
There are 3 communication protocols available emtiodule:

* Transparent mode this is the default communication protocol of thedule. The
module transmits the data transparently, withowapaulation or addressing. It acts
as a half duplex wired serial link (type RS485).

NOTE:
Transparent mode allows sending big data frames afsb streaming when radio baud rate
is equal or greater than serial one.

» Addressed Secured modsdt is a kind of multipoint network protocol. Eacmodule
can communicate with every other module in the saetevork. All the frames are
addressed, checked through a CRC and acknowleddad. mode also allows
sending telemetry commands over the network to tapmmputs or change output
state of a remote identified module. Finally, thiode allows broadcasting by
sending to address 0.

WARNING:

Addressed Secured mode doesn't allow sending big deames. The whole serial frame
needs to be stored in buffer before being treated dinally sent on the air. For this reason
the maximum allowed size is 240 bytes.

» Smart Repeater modeg(only for LE70-868)extends the functionalities of Addressed
Secured mode by providing multi-hop communicatietwzen a coordinator and end
nodes. It allows the exchange of data and telenpetckets between the coordinator
and its nodes. It enables to control 10s of anyatermode from coordinator by
sending telemetry commands and to detect inputtea@turring on a node.

NOTE:

Smart Repeater mode allows the most common netwodnfigurations (star, line
distribution or a combination of the two types). Ba network can be arranged in main
branches (starting from coordinator) and in sub-tmahes (starting from a node other than
coordinator).

In addition to these three modes, a few optionatfionalities can be enabled like LBT,
Wake on Radio, or AES encryption:

» LBT (Listen Before Talk): It means that the transmitting module will scam tadio
link and verify it is free (no radio activity) be® sending its data to avoid collision.
LBT is available in both transparent and AddresSedured modes. See register S226
for detalils.

 Wake on Radio: A device running Wake on Radio sleeps most oftihe and
periodically wakes up during a few milliseconddisten to the radio channel. If an
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incoming radio frame is detected, the module walesompletely and performs the
message treatment. Otherwise, the module returmedhiately to stand by until next
radio scan. This option allows sending radio messa&g a sleeping module. Wake on
Radio is available in both transparent and Addis3ecured modes. See registers
S240, S243, S245 and S247 for details.

* AES Encryption: When enabled, this option performs an AES 128dntgyption of
data sent in Addressed Secured mode. The encrygégnis customizable. AES
Encryption is only available in Addressed Secureddenand has no effect in
Transparent mode. Only the user data are encrgiteding to mix encrypted and
clear messages in the same network. See regigBsadd S280 for details.

2.2.1. Basic Illustration of Transparent mode
Module N°1 Module N°2 Module N°3
1 sends ABCD <ABCD> | <ABCD>
| | <ABCD>
2 sends Hello <Hello> l <Hello> I <Hello>
<in blue> : data sent
<in red> : data received
2.2.2. Basic Illustration of Addressed Secured mode
Module N°1 Module N°2 Module N°3
1 sends ABCD to 2 <2=ABCD> |
| <1=ABCD>
OK — [ “ACK
1 sends EFGH to 3 <3=EFGH> ; f
(with a retry)
Waiting time l ‘
i <1=EFGH>
ACK
OK «+ I
3 sends Hello as B | | -
Broadcast <3=Hello> | <0=Hello>
<3=Hello> |
#¥ Collision or error
<in blue> : data sent
<in red> : data received
I| BB £,
| gaeh) | ’
- B VA - (e B e il _ T
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Basic lllustration of Addressed Secured mode with LBT
Module N°1 Module N°2 Module N°3
1 sends ABCD to 2 <2=ABCD> @“ LBT = OK
(radio link free)
- |
' | <1=ABCD>
OK g ACK
1 sends EFGH to 3 <3=EFGH> ﬁ LBT = NOK
(radio link not free) %
Waiting timel
LBT|= OK
- I <1=EFGH>
[ |
OK 4+ ACK

%
Fas )

1111 P {

i “ J

U
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2.3. Public Registers Detailed Use

The configurable parameters via Hayes mode aredstor the module permanent memory,
called S registers. Those registers are alwaysllia$ follow:

» S20x registers correspond to the radio parameters

e S21x registers correspond to the serial parameters

o S22x registers correspond to the operating paramete
e S24x registers correspond to low power parameters
» S25x registers correspond to the network parameters

e S26x registers correspond to the telemetry paramete

2.3.1. Radio Configuration
The Radio configuration is set via the S20x regsst€hrough them, you can:
* Change radio channel : S200
* Change the radio baud rate : S201
» Change the radio Output Power : S202
* Modify the carrier length : S204
* Change Radio Frequency Sub-Band : S206
» Configure the syncword in transmission and recept&207
* Change Xor pattern applied on radio data: 209

The radio parameters are preferably set in theviatg order:

1. Frequency sub-band assignment : S206

This register sets the frequency sub-band usethéocommunication.
For LE50-868:

S206 value Band Frequency Sub-Band

0 (default) gl 868.0-868.6 MHz
1 n.a.
2 g2 | 868.7-869.2 MHz
3 n.a.
4 n.a.
5 n.a.
6 g3 | 869.4-869.65 MHz
7 n.a.
8 g4 869.7-870 MHz
9
10 g 863.0-870 MHz
11 915 902.0-912.0 MHz

T

o

i A L ff = 4 L i . L . — 3
4 . i A / E 4 - SR 5 = 4
) SRS " B ’ /
— g - - v [
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For LE70-868:

S206 value Band Frequency Sub-Band
6 (default) g3 869.4-869.65 MHz
12 866 865.0-867.0 MHz

For LE50-433:

S206 value Band Freguency Sub-Band

0 (default) 1f 433.050 — 434.79 MHz
When S206 register is set, S200, S201 and S20&teegjiare automatically set to a default
value.

2. Radio baud rate : S201
This register sets the data rate on the RF link.

S201 value Radio baud rate
LE50-868 LE50-433 LE70-868
0 4.8 kbps n.a. 4.8 kbps
1 9.6 kbps
2 19.2 kbps | n.a. | 19.2 kbps
3 (default) 38.4 kbps
4 115.2 kbps 57.6 kbps
5 n.a. 1.2 kbps
6 n.a. 2.4 kbps
& WARNING:
When radio baud rate is very slow compared to sedata rate, all data are stored in a

buffer of 256 bytes. To not risk a buffer overfloand data loss, it is advised to enable the
serial flow control in register S216.
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The number of channels available on each sub-bepémdls on the radio baud rate chosen.

LE50-868
Sub-band Band g Band g1 Band g2 Band g3 Band g4 Band 915
Radio baud rat (0): 4.8 kbps (2): 9.6 kbps
(S201) (2): 9.6 kbps (2): 19.2 kbps
(2): 19.2 kbps
(3): 38.4 kbps
(4): 115.2 kbps
Number of (0): 60 (0): 12 (0): 10 (0): 1 (0): 6 0):0
channels (2): 60 (2): 12 (2): 10 (2):1 (2): 6 (2): 20
(2): 20 (2): 6 (2):5 (2):1 2):3 (2): 20
(3): 10 3):3 3):2 3):1 3):2 3):0
(4):0 4):1 (4):1 (4):0 (4):0 (4):0
S200 (0): from 0 to 59 (0): from 0 to 11 (0): from 0 to 9 | (0): only O (0): from0to 5 [(0): n.a.
(1): from 0 to 59 (1): from 0 to 11 (1): from 0 to 9 | (1): only O (1): from0to 5 |(1): from O to 19
(2): from0to 19 (2): from0to 5 (2): fromOto 4 (2): only O (2): from 0 to 2 |(2): from O to 19
3):from0to9 (3):from0to2 (3):from0Oto 1 (3):onlyO0 (3):from0to 1 |(3): n.a.
(4): n.a. (4): only 0 (4): only 0 (4): n.a. (4): n.a. (4): n.a.
LE50-433 LE70-868
Sub-band Band 1f Band g3 Band 866
Radio baud rat (1): 9.6 kbps (0): 4.8 kbps (0): 4.8 kbps
(S201) (3): 38.4 kbps  (1): 9.6 kbps (2): 9.6 kbps
(4): 115.2 kbps  (2): 19.2 kbps  (2): 19.2 kbps
(3): 38.4 kbps | (3): 38.4 kbps
(4): 57.6 kbps
(5): 1.2 kbps
(6): 2.4 kbps
Number of (2):8 (0): 11 (0): 10
channels 3): 8 Q):1 (2): 10
(4): 4 2):1 (2): 10
3):1 (3): 10
4):1
(5):1
(6): 1
S200 (1): from0to 7 |(0): from O to 10| (0): from O to 9
(3): from0Oto 7 |(1): only O (2): from0Oto 9
(4): from0to 3 [(2): only O (2): from0to 9
(3): only 0 (3): from0to 9
(4): only O
(5): only O
(6): only O

In LE70-868, when the g3 band is selected, with4lgekbps bit rate it is possible to choose
between channelized and non-channelized operatitben the radio channel 0 is selected, the
module works in non-channelized mode, where radinsimission uses as carrier the center
frequency of the g3 band. Channel numbers froml0tase channellzed mode, in WhICh the

——
Page 17 of 63
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available bandwidth is split in 10 channels of 28zkeach;
maximum output power is limited to 23 dBm.

In addition, LE70-868 supports operation in the 866z frequency band, selected by the
value 12 in register S206. In this band 10 chanaedsallocated, covering frequencies from
865 to 867 MHz.

in channelized mode, the

The default value for this register is S200=0

4. Radio Output power : S202

The default valueif bold) is set to the maximum output power authorizeddoh Sub-Band.

LE50-868
Sub-band Band g Band g1 Band g2 Band g3 Band g4 Band 915
S202 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm 0:-8dBm
1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm 1:-5dBm
2:-2dBm 2:-2dBm 2:-2dBm 2:-2dBm 2:-2dBm 2:-2dBm
3:+1dBm 3:+1dBm 3:+1dBm 3:+1dBm 3:+1dBm 3:+1dBm
4 :+4 dBm 4 :+4 dBm 4 :+4 dBm 4 :+4 dBm 4 :+4 dBm 4 :+4 dBm
5:47 dBm 5:47 dBm 5:47 dBm 5:47 dBm 5:4+7 dBm 5:47 dBm
6 :+10 dBm 6 :+10 dBm 6 :+10 dBm 6 :+10 dBm 6 :+10 dBm
7 : +14 dBm 7 1 +14 dBm 7 : +14 dBm 7 : +14 dBm
LE50-433 LE70-868
Sub-band Band 1f Band g3 Band 866
S202 0:-8dBm 0:+15dBm 0:+15dBm
1:-5dBm 1:+16 dBm 1:+16 dBm
2:-2dBm 2 :+17 dBm 2 :+17 dBm
3:+1dBm 3:+18 dBm 3:+18 dBm
4 :+4 dBm 4 :+19 dBm 4 :+19 dBm
5:+7 dBm 5:+20 dBm 5:+20 dBm
6:+10 dBm 6:+21 dBm 6:+21 dBm
7 : +14 dBm 7 :+22 dBm 7 :+22 dBm
8:+23 dBm 8 :+23 dBm
9:+24 dBm 9:+24 dBm
10:+25dBm 10:+25dBm
11:+26dBm 11:+26 dBm
12:+27dBm 12 :+27 dBm

In LE70-868, the maximum output power is 27 dBntept when operating in the g3 band at
4800 bps in channelized mode: in this configurati@maximum allowed power is 23 dBm.

5. Radio preamble length : S204

This register sets the length (in bytes) of théagmeamble sent before the data. It serves as
synchronization frame for the receiver(s). The difealue is 8 bytes (S204=8).

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved.
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If the radio receiver is configured in low powertlhviwake on radio activated, then the
preamble length of the sender may be increase@ve more chance to be detected by the
remote sleeping module. See Wake On Radio chaptendre details.

Without low power consideration, this register doe$ have to be modified. However, in
some hostile environments (metallic parts, vibragio.) it can be increased to have a more
reliable synchronization. This will lower the ovar throughput as it increases the non-data
use of the radio.

Acknowledge frames sent automatically by the modoladdressed mode are always sent
with the default preamble length, regardless ofvtilae of register S204.

6. Syncword configuration : S207

This register provides the ability to select betwebfferent radio frame syncwords. The
syncword used during transmission can be configurddpendently from the syncword in
reception. In order for a module to be able to camicate with another module, the
syncword used by a module for transmission mughbesame as the syncword used by the
other module for reception. This register allows canfigure different modules so that
communication is activated only between specifidules.

7. Radio Whitening Character : S209

This register sets the value XORed with each charaxd the radio frame in order to avoid
long sequences of 0s or 1s. If the user applicaterds frames containing series of 0x00 or
OxFF, the receiver can unsynchronize itself, tingsnteed for this whitening.

To mix a frame of these types, use a value of H&X{OxAA, Bin: 10101010).
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2.3.2. Serial Link Configuration

The serial link configuration is set via the S2ggisters. Through them, you can:

Set the serial baud rate: S210,

Set the number of data bits: S211,

Set the parity: S212,

Set the number of stop bits: S213,

Set the serial time-out: S214,

Set the serial link type: S215 (only for LT70-86&minal),
Set the flow control type: S216.

After each modification in the serial settings, thedule will answer ‘OK’ with the current
configuration, and the changes will be effectivenediately after.

The Serial parameters are preferably set in thevislg order:

1. Serial baud rate : S210

This register selects the serial baud rate vatus.linked to the time-out register S214. They
can be set with the following values:

S210 value Serial S214
baud rate minimum value

1 1 200 bps 17
2 2 400 bps 9
3 4 800 bps 5
4 9 600 bps 3

5 (default) 19 200 bps 2
6 38 400 bps 2
7 57 600 bps 2
8 115 200 bps 2

& WARNING:
When serial baud rate is very high compared to radiata rate, all data are stored in a

buffer of 256 bytes. To not risk a buffer overfloand data loss, it is advised to enable to
serial flow control in register S216.

e i g #97)

Rep
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2. Serial data format : S211, S212 and S213
These registers set the format of the charactetsosethe serial link:
e« S211: Number of data bits: the allowed values amad’/8. Default value i$211=8

e S212: Parity. It can take three values: '1' for wity, '2' for Even Parity, or '3’ for
Odd Parity. The default value $212=1

e S213: Number of Stop bits: 1 bit or 2 bits. Defallue isS213=1

3. Serial timeout : S214

The module is not able to know when a frame reoapt finished on the serial link, but it
needs this information to stop radio transmissiotransparent mode, or to start sending data
in the other modes.

This timeout is the indicator used to decide whendata frame is finished: if no character is
received for a time equal to this timeout, the dedne is seen as finished and the modem
acts accordingly.

The default value is 5 milliseconds.

The timeout value is of course in accordance whth gerial baud rate : it must be at least
equal to the length of 2 characters. See the taltlee baud rate (S210) part of this chapter.
For example, for a 19200 bps baud rate, the tinsemal 1 character (1 start bit + 8 data bits +
1 stop bit) is 521 us, giving a rounded up timealtie of 2 ms.

You can set a higher value to this timeout if yawdrsome gaps in the sending of a frame.

4. Serial link type: S215 (only for LT70-868 Terminal)
The LE70-868 serial link can be configured to wiorlany of the 4 following modes:

 RS232 §215=0, default valug This is the standard full duplex serial linkwbrks
on up to 5 signals (3 without flow control): RxDxD, RTS, CTS and GND, and uses
+/-12V levels. It is the only serial link type aNong flow control.

* RS422 (S215=1): Full duplex link on 4 wires usimdtage difference.
* RS485 (S215=2): Half duplex link on 2 wires usirtage difference.

*  RS485-Full (S215=3: Full duplex link on 4 wiresngivoltage difference. Unlike the
point-to-point RS422 protocol, it can be used faitipoint operations.

5. Flow control management : S216

In all the modes, the data coming from the seid &re stored in a buffer and then sent.
Thus, for long frame greater than 240 bytes iteisassary to have a flow control on the serial
link to avoid a buffer overflow and the loss of alatf long frames are sent without flow
control, some data may be lost. In transparent mibderial data rate is equal to radio one,
the flow control can be disabled because in thée ¢he buffer does not risk overflow.

The module manages three types of flow control:
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» Hardware or CTS/RTS (S216=0): the RTS signal froemmodule will authorize the
host to transmit data.

» Software or Xon/Xoff (S216=1): the module sendsadf Xharacter on the serial link
to interrupt the transmission from the host, andam character to resume. This
control will only work from the module to the host.

* None (S216=2, default): the host must manage itgoing data frames in order not
to overflow the buffer.

This flow control is available for our virtual RS23erial link.

. NOTE:
G] In Hayes mode, the flow control is not active so sbe able to modify these registers
without locking the serial link.

o w . : /
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2.3.3. Operating Mode configuration
The Operating mode configuration is set via thex32gisters. Through them, you can:
» Set the operating mode : S220,
» Set the number of retries: S223,
+ Setthe LBT: S226
» Set the random waiting time : S227

The Operating Mode parameters are preferably gbeifollowing order:

1. Operating Mode : S220

This is the most significant register: it tells htve module must run. The available operating
modes are:

Value Mode
1 Transparent Mode (default)
9 Addressed Secured Mode
10 Smart Repeater Coordinator (only for LE70-868)
11 Smart Repeater Node (only for LE70-868)

2. LBT:S226

This register allows activating and setting up LT functionality. The LBT sensitivity
refers to the detected RF level over which the iRk considered as occupied.

Value LBT Comment
0 OFF (default) no LBT
1 ON with high sensitivity LBT with detection for RF >-90dBm
2 ON with medium sensitivity | LBT with detection for RF >-80dBm
3 ON with low sensitivity LBT with detection for RF >-70dBm

3. Number of repetitions : S223

This register is used in Addressed Secured mode.tite number of times the message will
be repeated in case of non acknowledgement, ondhder of times the module will try to
send the message in case of the radio link israet(ivhen LBT functionality is activated).

This register is set to 2 as default. It is enoungimost of the configurations.

4., Random waiting time : S227

This register activates a random waiting time befevery radio transmission (except for
acknowledge). When LBT functionality is ON, it istamatically activated. The random
waiting time is comprised between 0 and 64mS.

S227 value Random Waiting Time
0 (default) OFF

RS
| TR 4

ey 8 \NEE
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Network Configuration

The configuration to use the module in Addressedufel mode is done with the S25x
registers. Through them, you can:

e Set the Network ID: S250,

e Set the Client Address: S252,

» Set the Network options: S255,

* Set a default address for transmission: S256.

» Set a default address for telemetry: S258.
The parameters are preferably set in the follovairdgr:

1. Network ID : S250

When in Addressed Secured operation, modules aamcmicate only if they are parts of the
same ‘network’.

There can be up to 65535 networks defined, but only can work in a given area in each
radio channel. If you want to place more than oeevork in the same area, use different
radio channels and not different network numbers.iA Addressed Secured mode, only
Smart Repeater modules sharing the same netwotknZommunicate together.

The default value is 0.

2. Network Options : S255

When running in Addressed — Secured and Telemetigenthis register contains the option
flags used to configure the operation.

This register is a group of 4 flag bits:

Bits 7 6 5 4 3 2 1 0
Name | RSSI| ack 2B Ret AES NH CR N°

Header(Bit 0, default 1): if set to 1, the frames sent on the serial ik be preceded with a
header showing the sender address.
This frame will be as follows, for each settingstod bit 2:
"1=data” if the header is ASCII
"<0x01>=data” if the header is numeric
If set to O, the receiver will not know where thame comes from

Carriage Return(Bit 1, default 0): if set to 1, the frame sent on the serial lirk be
followed by a CR character (<0x0D>).
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Numeric Heade(Bit 2, default 0): Used when bit O is set to 1, it selects the typleeader for
transmission or reception to ASCII (0) or numedy. (t is also applied for the RSSI field if
activated.

AES (Bit 3, default 0): If set to 1, enable the AES encryption on datatsn Addressed
Secured mode. The 128 bits encryption key is ddfinen register 280.

Status answe(Bit 4, default 0): defines if the module returns a transmissionustafter
sending a frame. If set to 1 (no answer), the modéhgive no information if the frame has
been received on the remote side or not. If biStatus answer” is set to 0 (serial answer
enable) while bit 6 4ck”is 0 (Radio ACK enable), module returns OK if thmadio
acknowledge has been received, ERROR otherwiseall¥iif bit 4 is set (serial answer
enable) while bit 6 Ack” is 1 (radio acknowledge disable), module retudi§ in all cases.

2 bytes Numeric HeaddBit 5, default 0): Used when bit 2 is set to 1, it defines if the
numeric header is on 1 byte (0) for less than 2%88ems, or 2 bytes (1) for up to 65535
modems.

This bit has no effect if the header is ASCII (Bit 0). The frames sent and received will be
as follows :

"<0x01>=Data" if this bitis set to 0

"<0x00><0x01>=Data" if this bit 5 is set to 1

aCK (Bit 6, default 0): Radio Acknowledge disable: if ‘1’, the radio Aikdisabled and any
secured radio frames are not acknowledged. Thiseful when several clients have the same
ID in a network.

RSSI(Bit 7, default 0): if set to 1, the frame sent on the serial lirik e followed by the
RSSI value level. The format (hex or ASCII) depeadghe Bit 2.

This register is used by Smart Repeater in theesamy as Addressed Secured. You can
enable or disable functionalities like Serial oldRaACK, and you can activate encryption for
data messages. The default value is still 1 bigtiecommended to use S255=37 in order to
activate a 2 bytes hexadecimal numeric serial heall@s format is more close to the
addressing philosophy of Smart Repeater and wipp ke clearly write and interpret serial
header.

3. Client Address: S252

The user can set a Client number between 1 and5658% client numbers must all be
different in a network. It is not used by Smart Bafer; values entered in this register are
ignored when the module is configured in Smart Regre

The default value is 1. Value 0 is not permittedausse reserved for broadcast transmission.

4. Default transmission Address: S256

If this register is different from 0, the framesee/ed on the serial link will be sent to this
address, without any header detection done.

This register is useful to set a Network-like syst@ith up to 65534 clients and one server,
and/or when the clients are not able to manag&anee header.

ﬁiﬁ; :\Hm
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It is not used by Smart Repeater; values entergismregister are ignored when the module
is configured in Smart Repeater.

5. Default telemetry Address: S258
This register is used in telemetry functions tdreh binding between 2 modules.

When the I/O copy function is enabled (see regig6£) the inputs of the local module are
copied on the output of the module specified ingteg S258.

This register is also used in edge detection dedatry client operation to select the node to
which frames containing the 10 state of the locadenare sent.

It is not used by Smart Repeater; values enterghisiregister are ignored when the module
is configured in Smart Repeater.

Low Power Configuration

The configuration to use low power features is daite the S24x registers. Through them,
you can:

* Choose the stand by mode : S240,

» Set the sleeping duration : S243

+ Set the RX awake duration: S245

» Set the time out before returning to stand by: S247

WARNING:
You should not use Low Power options when the madislin Smart Repeater mode.

1. Stand By Mode : S240

Three stand-by modes exist and can be activatadidodlly or in combination. Stand by
modes are represented by bits:

Bits 7-3 2 1 0

Name Reserved | Wake on Radio| Soft (Serial) | Hard (Std By Pin)

Hardware: when bit O is set, the module staysandby while stand by pin is maintained to
VCC. The module returns in operating mode as ssanfalling edge occurs on Stand By Pin.

Software: when bit 1 is set, the module entersexiid stand by through Hayes commands. In
Hayes mode, send ATP<CR> to enter in sleep modeeamd 0x00 to resume.

Wake on Radio: when bit 2 is set, the module rumode where it listens periodically to the
radio channel. The sleep duration is defined by3324ister and the RX radio scan is defined
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in S245 register. This mode allows the module tobst of the time in stand-by while being
able to receive radio frame. Typically, the lisgot is 10 ms length every 1000 ms leading in
a ratio of 99% of time in stand by. Wake on Radiavailable in both Transparent and
Addressed Secured mode.

NOTE:

When a receiver runs Wake on Radio, the sender maestd radio frames with very long
preamble in order to increase the probability oftdetion by the sleeping receiver. The
higher probability is reached when the preambles#nder is equal to the sleep duration of
the sleeping receiver. For example, if radio datate is 38,4 kb/s, and if the sleeping device
Is set to wakeup every 1000 ms, you should consideset the preamble length (S204
register) to [38,4 x 1000]/8 = 4800 bytes of predentin sender side.

WARNING:

Due to some internal limitations, when Wake on Rads used, the maximum frame length
is limited to 210 bytes in Addressed Secured mode.

In Transparent mode, when Wake on Radio is used thaximum frame length depends on
the combination of radio baud rate and serial speadd decreases when using higher radio
baud rate and lower serial speed values; in the starase (radio baud rate set to 115.2 Kbps
and serial speed set to 1200 bps) it is limited 26 bytes.

WARNING:

Wake on Radio can not be enabled alone; otherwikeré is a risk to never take back
control of the sleeping module. Wake on Radio isabted only in combination with Hard
stand by mode ensuring to always have a chancewalke the module by stand-by pin.

The default value is 0, no stand by activated.

2. Sleep Duration : S243
The role of this register is double.

When Wake on Radio is activated (Register S24@0, gresent register gives the sleep
duration in milliseconds between two radio scans.

When Telemetry mode (Register S260) is set to eith@ copy Client” or “Telemetry
Client”, the present register gives the IDLE dumatbetween two 10 Copy or Telemetry
frames; in this case, value should be a multipl20ff0 ms.

If both Wake on Radio and 10 copy or Telemetry @tliare activated, this register gives the
sleep duration between two 10 Copy or Telemetrgnéa.

Default value is 1000 ms.
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3. RX Duration : S245

When Wake on Radio is activated (Register S24@),pttesent register gives the RX scan
duration in milliseconds. Typically a few millisewds are enough in order to save the
maximum of energy; the minimum duration neededetect a frame preamble increases with
decreasing radio speed values.

Default value is 10 ms.

4. Time Out before returning to sleep : S247

When Wake on Radio is activated (Register S24@,réugister gives the timeout duration in
milliseconds without any activity before returning sleep. Thanks to this register it is
possible to continue exchanging messages aftentpavwaked a remote sleeping device. The
module waits for this timeout before returning targl-by. If an activity (serial or radio)
occurs before timeout is elapsed, the timeout lawached for a new S247 ms duration. This
register is used when the received radio messagearfded to serial, will trigger a serial
response which can then be forwarded on radio imatedg. When no response is envisaged,
it is not needed to loss time and energy, in sitclation, this register can be reduced to only
a few milliseconds.

Default value is 100 ms.

Smart Repeater Configuration (only for LE70-868)

Some registers are used to configure the Smart &Rapenode (refer tdection 4for a
description of this functionality). These registéx@ve been sorted in two parts: S27X are
registers only used by Smart Repeater nodes, V@#3&X are the registers used by Smart
Repeater coordinator only.

1. Branch ID: S270

It is a 1 byte register used to set the branch ikhe module when it is used in Smart
Repeater Mode. It is only used by Smart RepeateeNehile coordinator ignores this value.

Bits 7 6 5 4 3 2 1 0

Main Branch ID Sub Branch ID

The 4 most significant bits give the Main Branchu@lue, while the 4 low bits give the Sub
Branch ID. For example a module placed on main dirad will have S270=32 (0x20). A
module installed on sub branch 6 derived from a ufedocated on branch 3 will have
S270=54 (0x36).

2. Node ID: S271

This register stores the ID of the Smart Repeatdencoordinator ignores this value. Nodes
located on sub branches must have the same SA¥ asmtheir parent.
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3. Node -2 ID:;: S272

This register stores the grandparent of the SmepeRter module, that is to say the ID of the
parent two hops above this module. Coordinatorrgsthis value.

4. Node -11D :S273

This register stores the parent of the Smart Repeaddule, that is to say the ID of the parent
located one hop above this modu®ordinator ignores this value.

5. Node +1 ID: S274

This register stores the child of the Smart Repaataule, that is to say the ID of the parent
located one hop below this modu@oordinator ignores this value.

6. Node +2 ID: S275

This register stores the grandchild of the Smagdaeer module, that is to say the ID of the
child taking place two hops below this modW®ordinator ignores this value.

7. Childs N+1 IDs: from S300 to S315

It is a table of registers used by Smart Repeaterdinator only. Other Smart Repeater nodes
ignore this table. This table stores the IDs of ilfepossible children located on the 16
allowed main branches starting from coordinator.

8. Childs N+2 IDs: from S316 to S331

It is a table of registers used by Smart Repeaterdinator only. Other Smart Repeater nodes
ignore this table. This table stores the IDs of 16epossible grandchildren located on the 16
allowed main branches starting from coordinator.

T— —
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2.4, Public Registers List

Numbers irbold indicate the default value

Access | Register | Name | Description |
General
R S192 Serial Number Serial number of the module, the one present ostibker.
Read-only register.

Radio
R/W S200 Channel Number of the radio channel in use, depends of| the
Frequency Sub-Band used, and the product, as agplan
Section 2.3.1
Default: 0.
R/W S201 Radio Baud-Rate Indicates the radio link rate.
. 0: 4.8 kbps
. 1:9.6 kbps

2:19.2 kbps

3 :38.4 kbps

4 : 115.2 kbps (LE50-868 and LE50-433), or §7.6
kbps (LE70-868)

5: 1.2 kbps (only for LE70-868)

. 6: 2.4 kbps (only for LE70-868)

0 and 2 are not available for LE50-433
R/W S202 Output Power Radio power output.
Allowed values for LE50-868 and LE50-433:
:-8 dBm
;-5 dBm
:-2dBm
:+1 dBm
:+4 dBm
:+7 dBm
:+10 dBm
:+14 dBm
Allowed values for LE70-868:
:+15 dBm
:+16 dBm
:+17 dBm
:+18 dBm
:+19 dBm
:+20 dBm
:+21 dBm
:+22 dBm
:+23 dBm
. +24 dBm
e 10:+25dBm
e 11:+26dBm
e 12:+427 dBm

L] L]
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Note: The maximum power authorized and the default
values depend on the Frequency Sub-Band used,hand t
product. Check S202 table in §2.3.1.
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R/W

S204

Radio Carrier Length

Indicates the radio carrier length. This carriesasit beforg
each data frame and is used to synchronize thévezce
Between 4 and 65535

Default: 8

R/W

S206

Frequency Sub-Band

Indicates the frequency Sub-Band in use.
Betweer0 and 11 for LE50-868

Only 6 and 12 for LE70-868

Only O for LE50-433

R/W

S207

Syncword
configuration

Selects the radio frame syncword to use in trarson$

and reception.

Bits| 7|6 |5|4(3|2|1|0
Rx TX

Two different syncwords (identified by bit valuesafd 1)
can be configured independently for transmissioml
reception; bit O is used to configure the syncwosed in|
transmission, while bit 4 applies to the syncword
reception.

Unused bits are reserved for future use.

Default: 0

R/W

S209

Radio Whitening
Character

Indicates the XOR value for radio data.
Between0 and 255.

an
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Access | Register

| Name

| Description

Serial Link

R/W

S210

Serial Speed.

Indicates the speed on the Serial Connection
‘1’: 1200 bits/s ‘5’ 19200 bits/s

‘2: 2400 bits/s ‘6’ : 38400 hits/s

‘3": 4800 bits/s ‘7’ : 57600 bits/s

‘4’: 9600 bits/s ‘8’ : 115200 bits/s

The time out value must be compatible with theadespeed:
Min. time-out | Serial Speed (S210)
(S214)
17 ms
9 ms
5 ms

1200 bits/s
2400 bits/s
4800 bits/s
3 ms 9600 bits/s
2ms 219200 bits/s

R/W

S211

Number of data
bits

Number of data bits of a serial character:
° L71
e '8’ (default)

R/W

S212

Parity

Serial Link Parity Type:
e ‘1. None (default) ,
« ‘2" Even,
o ‘3. 0dd.

R/W

S213

Number of Stop
bits

Serial Link Stop Bits :
e 1 bit (default),
e 2 bits.

R/W

S214

Serial Link Time
Out

Indicates the value of the time-out on the serrd.|The time ou
value must be compatible with the serial speece &210 registg
description).

Between 2 and 100 milliseconds
Default : 5.

R/W

S215

Serial Link Type

Selects the type of serial link used:
'0' : RS232 (default)

'1': RS422

'2': RS485

'3"' : RS485 full duplex

The selection between RS232 and the other modiemis with the
RS232/RS485 hardware signal (pin 6 on the termihatks) or
through the switch.

This register is available only for LT70-868 Terialin

R/W

S216

Flow Control

Indicates flow control type:
e ‘0 Hardware: CTS/RTS
e ‘1" Software: Xon/Xoff

=

* ‘2": None (default)
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Access | Register | Name | Description
Operation

R/W S220 | Function Mode Operating mode of the Modem :
e ‘1': Transparent
e ‘Q’: Addressed Secured and telemetry
e '10": Smart Repeater Coordinator (only for LE70-368
e ‘11’ Smart Repeater Node (only for LE70-868)
R/W S223 | Number of Retries | Number of retries in case of non-Ack response tonessage
(addressed secured mode) mode, or in case of menrdidio link
(LBT). Included between 0 and 255 (255 means retnyil
success).
Default value: 2
R/W S226 |LBT LBT ON / OFF, and sensitivity
« '‘0':OFF
e ‘1’: ON with high sensitivity
e ‘2": ON with medium sensitivity
e ‘3’ : ON with low sensitivity
R/W S227 | Random Waiting Random waiting Time ON / OFF

Time . ‘0" : OFF
. ‘1’ : ON
Low Power
R/W S240 | Type of Low-power | Low power behavior:
Bits | 7/6|5|4|3 2 1 0
=== - Wake_On Serial Hard Pin
Radio

* Bit 1: when set, Stand-By is activated by Hardwgzre
* Bit 2: when set, Stand-By activated by Serial comdha
* Bit 3: when set and in combination with Hard ori8lestand
by, the module performs a Wake on Radio to listemoglically
to the radio link.
You should not use Low Power options when module Bmart
Repeater mode.

Default: 0
R/W S243 | Cyclic wake up Defines the time, in milliseconds, between two wakslots whem
Period wake on radio is activated.

When either 10 copy Client or Telemetry Client &,<his registef
defines the frequency, in milliseconds, between t®ocopy or
telemetry frames.

Between 100 and 65535 ms

Default: 1000 ms

R/W S245 | Wake on Radio Defines the time, in milliseconds, during which thrdule will
Duration listen to the radio when wake on radio is activatédho radio
activity is detected during this time, the modwsume to stand by.
Between 1 and 255 ms
Default: 10 ms

R/W S247 | Stand-by Defines the timeout, in milliseconds, after whiche t modulg
Timeout returns to stand by when a radio carrier is detetigt no valid
frame is received. This duration has to be setaoadance with th
preamble length of the sender.

Between 10 and 65535 ms

Default: 100 ms

11%
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Access |Register | Name | Description
Network Control
R/W S250 Network ID Network Number on 2 Bytes.
Between 0 and 65535.
Default: 0
R/W S252 Client Number Client Number on 2 Bytes.
Between 1 and 65535.
Default: 1
R/W S255 Network Options | Indicates the Network options. The following bitlfis are
used :
Bits 7 6 5 4 3 2 1 0
RSSI | ok 2B Ret | AES | NH CR N°
» Bit ‘N°’: indicates whether the received frame begins ti¢éhClient ID () or
not (0).
» Bit ‘CR’: indicaes whether the received frame ends with the ‘Cgerlaeturn
character (0x0D) (1) or no0);
» Bit ‘NH’ : indicates whether the format in Transmission (enikception, if the
Bit ‘N°’ is activated) is ASCII (1=Data)d) or Numeric (<0x01>=Data) (1).
> Bit ‘AES’: enable (1) or not0) the AES encryption on data sent in addre
secured mode.
» Bit ‘Ret’: Indicates if the ‘OK’ should be returned aftecleaadio transmissio
(0) or not (1).
» Bit ‘2B’: In case of a Numeric Header (bit ‘NH’=1) indicaiéthe header is o
1 bytes Q) or 2 bytes (1). Used if you have more than 25%l@emas in you
system..
» Bit ‘ ACK’ : Disable the radio acknowledgement (1) or enéb)le
» Bit ‘RSSI': Enable the value of received power at the enth@fframe
(2) or not Q).
Default value: 1
This register is used by Smart Repeater; in thée dais recommended to use
S255=37 in order to activate a 2 bytes numeri@kbdader.
R/W S256 Default Address | Indicates the default address to which every rédime will be
sent.
Between 0 and 65535.
Default: O (inactive)
R/W S258 Default Telemetry| Indicates the default address to which telemetryeedvents
Address and telemetry IO copy frames will be sent.
Between 0 and 65535.
Default: 0 (no telemetry binding specified)

=]
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Access |Register | Name | Description |
1/0O control
R/IW S260 Telemetry « ‘010 copy disabled (Default)
e ‘110 copy Server
e ‘210 copy Client
o ‘3" Telemetry Client
IO copy is not supported by Smart Repeater profdnathis
case use the default value.
R/W S261 I/01 Config. For each S26X registers, the corresponding I/OX ben
S262 1/02 Config. configured as:
S263 1/03 Config. + ‘0" Status dedicated” or pull down (Default)
S264 1/04 Config. « ‘1: Digital output with GND at power up
S265 | 1/05 Config. « ‘2 Digital output with VCC at power up
S266 /06 Config. « ‘3" Digital input
S267 /07 Config. « ‘4 Rising edge detector input
o Vo8 Conf!g. » ‘5’ Falling edge detector input
S269 /09 Config. e '6": Both edges detector input
« ‘7 Analog Input®
(1) Afew pins are shared between telemetry and status
indicators like ‘Status TX-RX or ‘Frame Detect’. By
default, all this pins are used for status indara@énd the
others are fixed in GND output. (s€ection 2.5or
details)
(2) Only J3 to J6 are analog capable. (Seetion3.1 for
details)
Access |Register | Name | Description
AES Encryption Key
R/W S280 AES Key Specify the 128 bits key used for AES encryptiordata sen

in addressed secured mode.

Only used when bit 3 of register 255 is enabled.

The encryption key must have 16 ASCII charactetsdigits
‘0’ to ‘9’, letters ‘a’ to ‘z’ and ‘A’ to ‘Z’ can ke used. Th
following symbols can also be used:

V'"#$% & ()*+,-./:;<=>2[\]"{|}~

\1%4

Default: 0000000000000000
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Access |Register | Name | Description
Smart Repeater Mode (only for LE70-868)
Smart Repeater Node
R/W S270 Branch ID Indicates the Branch and Sub Branch where Smared&ep

Node is located.

Bis| 7 | 6 | 5 | 4 3 | 2 ] 1 ] o
Main Branch ID Sub Branch ID

Default value: 0

» Main Branch ID accepts values from 0 to 15 and gthe Main branch numbgr
where a module is located. A main branch is defiagd branch starting from
coordinator.

» Sub Branch ID accepts values from 0 to 14 and diesoptional sub brangh
number where a module is located. A sub branclefined as a branch startipg
from a node other than the coordinator. Value Ocatgs that the module is pn
the main branch. Value 15 is reserved for broadaadtcannot be used. Other
values indicate that the module is placed on absabch starting from a module
located on Main Branch ID.

R/W S271 Node N ID Indicates the ID of the module when used in Smapdate
node. This ID must be unique in a Main Branch.
Between 1 and 254
Default: 1

R/W S272 Node N-2 ID Indicates the ID of the grandparent (N-2) moduleisTD is the|
one of the module located 2 hops up from here 8¢}.to 255
when the grandparent (N-2) is the coordinator;tsed if no
grandparent exists in case of parent (N-1) is twrdinator.
Between 0 and 255.
Default: 0

R/W S273 Node N-1 ID Indicates the ID of the parent (N-1) module. Thisi$ the ong
of the module located immediately above here (M. t8 255
when the parent (N-1) is the coordinator. 0 is atbwed
because a parent must exist.
Between 1 and 255
Default: 255

R/W S274 Node N+1 ID Indicates the ID of the child (N+1) module. This i®the ong
of the module located immediately below here (N9t ® O if
there is no module at level N+1. 255 is not pemditbecausg
coordinator cannot be a child of a node.
Between 0 and 254
Default: 0

R/W S275 Node N+2 ID Indicates the ID of the grandchild (N+2) moduleisTID is the
one of the module located 2 hops (N+2) below hishe $et to
0 if there is no module at level N+2. 255 is notrmpitted
because coordinator cannot be a child of a node.
Between 0 and 254
Default: 0
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Smart Repeater Coordinator

R/W S300 Child N+1 IDs Smart Repeater mode allows up to 16 main branctaetng
to from coordinator. This table gives the ID of eabiicc(N+1) of
S315 the coordinator on each branch.
S300 gives the child ID on branch 0.
S301 gives the child ID on branch 1.
S315 gives the child ID on branch 15.
Set to O if there is no child on a branch. 255 a$ allowed
because coordinator cannot be a child of itself
Between 0 and 254
Default: 0
R/W S316 Node N+2 ID This table gives the ID of each grandchild (N+2) tbk
to coordinator on each branch. That is to say the teddaated 2
S331 hops from coordinator.

S316 gives the grandchild ID on branch O.
S317 gives the grandchild ID on branch 1.

S331 gives the grandchild ID on branch 15.

Set to O if there is no grandchild when branch nspy or
populated by only 1 node. 255 is not allowed bee
coordinator cannot be a grandchild of itself

Between 0 and 254

AUS

Default: 0

Wb . =
. U [
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Dedicated 10 description.

Four 10s of LE50-868 are dedicated to inform dewstatus and happening events. These
signals (output) are activated by default but teerwcan use these pins for other telemetry
usage by configuring registers S261 to S269. Refgs] for detailed hardware description of
IOs.

TX LED (I101)

When register S261=0, this output signal is s&{@& during radio transmission and stay to
GND the rest of the time. It is switched for alh&iof radio transmissions including ACK,
repetitions and radio tests.

RX LED (102)

When register S262=0, this output signal is se¢/@L as soon as a radio frame is detected
with correct synchronization word. The signal ratuto GND as soon as the frame reception
is finished. This signal is the equivalent of “Feaetect” on old Telit products.

Note that this signal switches at low level befapplication layer treatment, that is to say that
the signal goes to VCC even if a frame has notthresct network number or doesn’t match
the destination ID.

ACK TX (108)
Activated when S268=0.

In Addressed Secured mode, this signal rises to M8€h an ACK hasn’t been received after
frame transmission and repetition. This is the ware version of “ERROR” serial message.
It stays at VCC until next success addressed sg¢raesmission.

If 10 copy is set to server (S260=1), ACK TX rigesVCC when an 10 copy client loss has
been detected. In this case, the signal stays &t 8M€ing 1 second.

Status RX/TX (109)

When register S269=0, this signal indicates thtustaf the serial port. When serial port is
transmitting, Status RX/TX signal goes VCC unt# tend of serial transmission. The signal
stays to GND the rest of the time. It is particiylarseful to drive a RS232/485 converter.
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2.6. Hayes over the air

It is possible to enter the configuration mode oém@ote module using a local one to forward
Hayes commands over the air and receive resporadlie remote module.

air without any physical be configured

Settings are sent through the ‘ Remote module to
access to the remote device 3

\\\

Local module

2.6.1. Requirements

To send Hayes commands over the air, you havedw khe 11 characters serial number of
the remote module and also the current radio cordigpn of the remote module: band,
channel and RF data rate.

2.6.2. How to start Hayes over the air

« First enter the configuration mode of the local medoy sending normal ‘+++ serial
frame.

e Set up the local module in order to match the radiofiguration of the remote one :
band, channel and RF data rate must be the samehesremote module.

» Set the local module in Transparent mode (ATS220=1)

« Exit from configuration mode of the local module é8nding ATO.

» Use the local module to send on the air the folhgaframe ‘+++xXXXxXXxxxxx’ that is to
say ‘+++’ concatenated with the 11 characters efrdmote module serial number. The
frame must be sent at once without any delay betwbaracters.

« If you receive an “OK” back, this means that youvéiacorrectly entered the
configuration mode of the remote module. If you 'toeceive any response, make sure
that the serial number is correct and that youratiee range of the remote module.

¢ You can now send any classic Hayes command toetinete module. You can confirm
this state by asking the serial number sending “PI22” the remote module should
reply with its own serial number confirming thatware currently configuring the
desired module. Each command must be sent in oh without delay between

| Y y, 3 = — 4
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characters. Now, for example you can change thal slata rate by sending ATS210=4;
this will turn the com port of the remote module9®00bds. All Hayes commands sent
over the air are replied normally like in local neod

* When you have completed the remote configuratiomply send ATO to exit the remote
configuration mode. The remote module sends OK backresumes the operating mode
using the new configuration.

Particular case

Hayes over the air also allows acting on the radigfiguration of the remote module. But in
this case, each parameter modified on the remotil@enust also be applied locally.

For example, to change the radio channel from D, tgend ‘+++xXXxXxxxxxxx’ to enter the
configuration mode of the remote module, send ‘A0GB2L’ to change the radio channel of
the remote module, remote module sends OK on ch@naed then immediately applies the
new channel. At this step, remote module is alremtdghannel 1 while local module is still
on channel 0. Send ‘+++’ to enter the local configion mode, send ‘ATS200=1" to change
the local channel, send ‘ATO’ to exit from configtion mode of the local module. Now both
modules share the same channel and you can conltiauemote configuration or close it by
sending ‘ATO'.

This procedure is the same for each parametertimffethe radio link (band, channel, data
rate).

Finally, it is also possible to trig remotely sonaglio test by sending ATTO or ATT1. In this
case, the radio test automatically stops after &fdrsds on the remote module in order to
recover the communication with the local module.
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3. Description of Telemetry Functionalities

This Chapter is dedicated to the telemetry funetiibn of the Star Network protocol stack. It
allows functional use of I/Os of the module.

& WARNING:
Telemetry functionalities are not available in LT7868 Terminal.

3.1. General Features

* Telemetry protocol is based on the addressed skoyerating mode. Each module
is able to execute telemetry orders while exchangerial data.

o 9 pins of the module are dedicated for /O useh wifferent capability :
o Standard digital In / Out

o IRQ Input to automatically send a frame on edgeneve

o0 12 bits analog inputs capable, readable eitheilyooaremotely

* |/O copy is available between 2 modules or morstam architecture to update digital
output according to digital input from another migdu

* Independent I/O and data binding is possible tderalata and I/O frame to different
targets.

* 9 pins are available for user telemetry applicatidhpins are digital I/O capable and
some pin has specific functionalities shown inftilkowing table.

J

——

& ¥ =
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J1 /101 TX LED 4 4 4
J2 1102 RX LED v v 4
J3 /103 - v v v® v
J4 1104 - v v vd v
J5 I/05 - 4 4 4 v
J6 1106 - v v v v
J7 1107 - v v 4
J8 1/08 ACK TX v v 4
J9 1/09 Status TX/IRX| Vv 4 v

@)

These pins are also able to wake up the module $tand-by in order to send a frame
on edge event

Refer to[5] for detailed hardware description of 10s.

ts Reserved. Page 42 of 63



Telit

Star Network Protocol Stack User Guide
1vw0300873 Rev.7 - 2013-11-

3.2. Telemetry Frames Description

Telemetry protocol is able to execute telemetryeosdvhile exchanging serial data. It uses an
addressed secured mode to ensure reliability ahdonie capabilities. Data and Telemetry
commands are differentiated using ‘=" and ‘T’ cleas respectively. Thanks to addressed
secured mode, broadcasting is possible by senédliegétry command or data to address ‘0'.

—> Adata frame is sent as following:

With ASCII headée?:

[ASCCI Address][“="][Data]
(example: “2=hello” sends “hello” on the serial lik of module N°2.)

With Numeric headé?:

[HEX Address][“="][Data]
(example: “<0x02>=hello” sends “hello” on the seridink of module N°2.)

—> While telemetry orders are sent as following:

With ASCII headéP:

[ASCCI Address][“T"][Telemetry_order]
(example: “3TDG<CR>" request to Get the digital ints values of module N°3)

With Numeric headér:

[HEX Address][“T"][Telemetry_order]
(example: “<0x03>TDG<CR>" request to Get the digitenputs values of module N°3)

2012 See bit 2 of S255 register for details.

J

——
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The telemetry frames are described in the followaldes:

%  General request syntax :

Field Size (byte) Description
Address 1to5 ASCII ID of the addressed module
Separator indicating the end of address
rieery 1 field and the telemetry frame type
Specifies if the request is analog ‘A’ or
Technology 1 digital ‘D’
Specifies if operation is Get ‘G’ or Set 'S’
HegEes - IO values
Specific fields : For set request, some information |is
(depending on the variable s
needed in this field
command)
<CR> 1 All telemetry frames end with carriage
return

& General reply syntax :

Field

Size (byte)

Description

Address

1to5

ASCII ID of the addressed module

T (0x54)

1

Separator indicating the end [of
address field and the telemetry frame

type

Technology

Specifies if the reply is analog ‘A’ of
digital ‘D’

R (0x52) or E (0x45)

Indicates @&Reply orError from
module

Values

variable

This field gives the input state after a
get request execution. The values jare
given in digital bit field or analog
value depending on ‘technolog
indicator field.

This field is empty for Error replies.

<

<CR>

All telemetry frames end with
carriage return

< [

bl : - 3" MES B L f ‘a—-f | 4
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3.2.2. Detailed description of Telemetry orders

L Digital Get request :

Field Size (byte) Description
Address 1t05 ID of the addressed module (in ASCII or numeriarigr
depending on S255 options)
Separator indicating the end of address field ded t
Vet 1 telemetry frame type
D (0x44) 1 ‘D’ indicates that a digital access is desired
G (0x47) 1 ‘G’ indicates that a Get (read) operation is reteeks
<CR> 1 All telemetry frames end with carriage return

Example l(with numeric header disabled, S255-bit2 = 0):
User request (ASCII): 15TDG<CR> request digital input values of module 15
Module return (ASCII): 15TDR259<CR> reply that 101, 102 and 109 are ‘1’ (others ar§ ‘0

Example Awith numeric header enabled, S255-bit2 = 1):
User request (Hex): OF 54 44 47 0D request digital inputs values of module 15
Module return (Hex): OF 54 44 52 01 03 ODreply that 101, 102 and 109 are ‘1’ (others arg§ ‘0

%  Analog Get request :

Field Size (byte) Description

Address 1105 ID of the addressed module (in ASCII or numeriariqr
depending on S255 options)

T (0x54) 1 Separator indicating the end of address field dad t
telemetry frame type

A (0x41) 1 ‘A’ indicates that an analog access is requested

G (0x47) 1 ‘G’ indicates that a get (read) operation is retgeks

<CR> 1 All telemetry frames end with carriage return

Example Iwith numeric header disabled, S255-bit2 = 0):
User request (ASCIIl): 7TAG<CR> request analog input values of module 7

SRS,
B | =4

M RNl
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Module return (ASCII): 7TAR273,0,1020,89<CR>eply that 103=273mV, |04=0mV, 105=1020mV
and 106=89mV

Example 2 (with numeric header enabled, S255-bit2 = 1):

User request (Hex)07 54 41 47 0D request analog input values of module 7
Module return (Hex): 07 54 41 52 01 11 00 00 03 FC 00 59 0DD3:273mV, 104:0mV, 105:1020mV,
106:89mV

& Digital Set Command:

Field Size (byte) Description

Address 1t05 ID of the addressed module (in ASCII or numerigyfqr
depending on S255 options)

T (0x54) 1 Separator indicating the end of address field dmed t
telemetry frame type

D (0x44) 1 ‘D’ indicates that an digital access is requested

S (0x53) 1 ‘S’ indicates that a Set (write) operation is resiad.
Indicates which output will be set, others will ket

Mask 2o0r3 unchanged. (in ASCII or numeric form depending|on
S255 options)
Separator between Mask and Value, only in casg of

(g el ASCII format
Specifies the value to set on output selected ley th

Value 2o0r3 mask. (in ASCII or numeric form depending on S255
options)

<CR> 1 All telemetry frames end with carriage return

Example Iwith numeric header disabled, S255-bit2 = 0):

User request (ASCIIR8TDS136,8<CR> Set 104 to 1, reset 108 to 0 and let other pinshanged on
module 28

Module return (ASCII)28TDR264<CR> reply IO state after request execution, |04 and & ‘1’
(others are ‘0’)

Example Awith numeric header enabled, S255-bit2 = 1):

User request (Hex)1C 54 44 53 00 88 00 08 OD Set 104 to 1, reset 108 to 0 and let other los
unchanged on module 28

Module return (Hex): 1C 54 44 52 01 08 OD reply 10 state after
request execution 104 and 109 are ‘1’ (others @atp *

I ! a’f’igm EJ\"
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NOTE:
If user attempts to write a non existent output (Ble> 511) a digital error is returned.
Example: ‘1TDE<CR>".

Interruptible Inputs

All inputs are interruptible capable. That is ty,stney are able to detect a rising edge or a
falling one or both depending of the configuratidn. use this function, the input should be

declared as ‘Rising edge detector input’, ‘Falladpe detector input’ or ‘Both edges detector
input’ in register 261 to 269.

When enabled, an edge event on those pins aut@ihatsends a telemetry frame to the
default client chosen in S258 register. The frapm & the same as the one returned after a
digital read request. Of course the address sBR2H8 register can be the address of the local
module (S258=S252) in this case, all edge evertsegorted on the serial link of the local
module.

In addition, 103 and 104 are also able to detegjeeelven if module is in stand by mode. In
this case, when an edge occurs, the module firkésvap and then sends the telemetry frame
to the default telemetry address specified in tegia58.

Telemetry Client

The Telemetry Client functionality is selected lgjting S260 to 3. A telemetry client sends
periodically a telemetry frame containing its I@tss to the module specified in the S258
register. The format of the telemetry frame is shene as that used in a response to a digital
read request. The update period is chosen by S2Aster from 100 to 65535 ms.

|0 Copy

“lO Copy” is the capacity to automatically set théputs of a module according to the inputs
of a remote module and vice versa. In this casentbdules are autonomous without the need
of a controller.

General Usage

The 10 Copy feature can be used either in poirgdiat architecture or in a star network. In
all cases, 10 copy requires the use of one 10 sdi$260=1) and one or more IO clients
(S260=2).

Each client sends periodically its input valueghe server (specified in S258 register) and
waits for server input values coming back to updatiocal outputs.
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The update period is chosen by S243 register frothtd 65535 ms and can be different for
each client. Between 2 updates, a client may gtand-by mode to save power if required by
S240 register.

All communications are initiated by the clientse therver only answers to client requests.
This operating mode allows clients to be very loawpr while only the master needs to be
permanently powered. If many clients are used witlort update period, it is strongly
recommended to use LBT to avoid radio collisiore(S€26 register).

— 10 Server 10 Client
101 101
102 M S220=9 $220=9 102
——\{ S240=0 $240=0 103 Image of 101 to
103 1 s243=1000 $243=5000 104 server inputs
104 | S252=255 S252=1 104
$258=0 S258=255
95 | 5260=1 S260=2 105 |
06 | S261to 264=3 S261to 264=1 K106
Image of 105109 (7 Z77 S265 to 269=1 S265 t0 269=3 |’ |o7
109 client inputs '
08 108
09 109
Input Output
Example 1:

IO copy in point to point architecture with 4 portsopied from server to client and 5 ports
copied from client to server with one refresh evérgeconds.

| Y y, 3 = — 4

roduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 48 of 63



Telit

Star Network Protocol Stack User Guide
1vw0300873 Rev.7 - 2013-11-

10 Client 1 Image of 101, 102
101 } server inputs
S220=9 102
S240=5
$243=1000 103
S252=1 104
S258=255 )
S$260=2
S261, 262=1
—_— 10 Server S263, 264=3 >
on S265 to 269=0 Not used
Image of 103, 104 S240=0
inputs of client 1 103 | $243=1000 J
|04 | S252=255
o S$258=0
S260=1 IO Client 2
106 A S261, 262=3
S263, 264=1 —
Image of 107, 109 % S265. 266=3 254218:; Not used
inputs of client 2 108 S267 to 269=1 S243-6000
@ S252=2
S258=255 Image of 105, 106
S260=2 server inputs
S261 to 264=0
S265, 266=1 07
Input Output S267 to 269=3 E
Output not used 109

Example 2:
IO copy with Star architecture with 2 ports copiéwm server to each client, 2 ports copied from

client 1 to server and 3 ports copied from clientd@2server. Low power is activated on both clients
with one refresh each second on Client 1 and ev@iseconds on Client 2.

K 3 . IS . . —n
- . U [
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IO Server
101
S220=9
E S240=0
103 S243=1000 IO Client N
104 S252=255 :___ ________ | 101
——<| S258=0 e e j :
105 S260=1 | | I | 102
106 | S261 to 269=3 | 1O Client 3 | 103
107 | 10 Client 2 > |04 >
108 10 Client 1 105 >
109 106 > Each client
— S220=9 > outputs are
S240=5 107 the images
S243=5000 108 > of server
S252=1 inputs
S258=255 109
S260=2
S261 to 269=1
Input Output

Example 3:

IO copy with Star architecture with server inputegied to N clients outputs.

— 7 -
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3.3.2. Optimized Usage

If refresh time is critical to update outputs of terver according to the inputs of a client, it is
possible to use the interrupt functionality. Instisiase, an edge occurring on the client input
will immediately trigger the transmission of an apelframe to the server without waiting the

next refresh period.

Finally, it is possible to detect a link failure &nsmall network with up to 9 clients. When a

client sends its inputs values, the frame alsoaiostthe timer period expressed in seconds.
The server records this period for each of the frslients. When no messages are received
from a client during twice the specified period 4sdcond, the master indicates the failure
writing ‘255TDE<CR>’ on its serial link and risirgdge on ACK_TX signal.

Combining the two previous functionalities:
* The consumption is very low,
» The server outputs are refreshed immediately ie ohan edge occurring on a client,
* The radio link and client operation are checkedlgpiérally.

This configuration is ideal for wireless alarm samas explained in example 4.

Moreover, if it is not necessary to know on whidiertt the edge occurred, it is possible to
install up to 9 clients, all with 104 as interrupput activated. In this case, the 104 server
output will be set as soon as an event occurs erobthe 9 clients.

— 7 -
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IO Client 1
$220=9 Input Output
| S240=5 Output not used
| S243=60000
S252=1
S258=255
1 S260=2
S261 to 263=0
S264=5 IO Server
228t e 260 S220=9 Outputs updated
S240=0 as soon as an
S243=0 event occurs on
S252=255 clients inputs
S258=0
51 IO Client 2 S260=1
0 S261, 262=0
102 | s220=9
1 S240=5
| S243=60000
| S252=2
S258=255
S260=2
S261, 262=0
S263=4
108 S264 to 269=0
109
Example 4:

Low power and fast response time.
Two very low power clients send their values onhce every minute but can send
immediately a frame in case of edge.

K 3 . IS . . —n
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3.4. Bindings

A binding is a virtual link between two modulesdionulate a point to point communication
even if these modules are included in a bigger otwl he advantage is that there is no need
to insert the recipient address before the frans=ta data between the two modules.

In telemetry protocol, it is possible to set twifetient bindings for data and telemetry frames.
The default data client is chosen in S256 registdle the default telemetry client is chosen
in S258. In this case all telemetry actions suchOasopy or edge detector are routed to the
client specified in S258 while all data frames ramated the client defined in S256.

Note: if a data binding is set (S2885 no more telemetry order can be sent via the serial link;
a module with data binding considers all serialmiea as data to be sent to the default
recipient.

Serial data to/from

module 2 without
encapsulation Module 2 L I
ggggfi B Serial data to/from
l Data Bindin L module 1 without
| slgalie 1 9 — encapsulation
4 s252=1 =
- S256=2
1 S258=3
- Module 3 (e—
— 10 Binding —
. S252=3 |
IO ports image/source S258=1 |
of module 3 10 ports —
IO ports image/source
of module 1 10 ports
Example:

Independent data and telemetry bindings

| Y y, 3 = — 4
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Smart Repeater

Smart Repeater is an operating mode of the S-Onevéire similar to Addressed Secured
mode; this operating mode is available only on LB®8. With the smart repeater
functionality it is possible to create a multi-hogtwork containing a central element
(coordinator) and multiple nodes. The coordinatam communicate with nodes outside its
direct radio coverage by using intermediate noddke network.

The Smart Repeater network is organized in branahdsoptionally sub-branches. A branch
is a sequence of nodes starting from the coordinatbile a sub-branch is a sequence of
nodes starting from a non-coordinator node; twotigaous elements in a branch or sub-
branch are in direct radio coverage of each other.

In Smart Repeater mode, it is possible:

- to send frames from the coordinator to any nodbemetwork

- to send frames from the coordinator in broadcaatitmodules on a branch and sub
branches

- to send frames from the coordinator in broadcaatiteub branches of a particular
node

- to send frames from any node to the coordinator

- to send frames from any network element to itself

Sending a frame from a node to another one thadtighe coordinator is not permitted.

Each node is assigned a position in the networkchviietermines the path followed by
frames exchanged when communicating with the coatdr. The configuration registers
related to the Smart Repeater mode are describ8ddtion 2.3.6In case of a node failure
which prevents a frame exchange between two canugelements in a branch, the Smart
Repeater protocol supports network redundancyetifetliis direct radio coverage with the node
immediately following the faulty node in the pattward the frame destination.

The picture below illustrates an example of a SrR@peater network, with the setting of
configuration registers for each network element.




Telit

Star Network Protocol Stack User Guide

1vw0300873 Rev.7 - 2013-11-

Madea 5220 Made 5220 flade 5220
Branch ID 5270 |0 lil.l.-\Elu:I Eranch ID 5270 | 0 (El.-.IZII.‘IJ Branch ID S270 | 0 clil.-.DD)
Mode N 1D 5271 |1 Maode WD 5271 |2 Hode 1D 5271 | 3
Mode N-2 1D | 5272 |0 Mode N-2 1D | 5272 | 255 Mode N-2 1D | 5272 | 1
Mode N-11D | 5273 | 255 Mode N-11D | 5273 |1 Mode N-110 | 5273 | 2
Mode N+1 1D | 5274 | 2 Mode N+LID | 5274 | 3 Moda N+11D | 5274 | 0
Mode N+2 1D | 5275 | 3 Mode N+2 1D | 5275 |0 Mode N+21D | 5275 | 0
Register Value Register Value
Maode 5220 |10 flaode 5220 | 11
Breh 0 N+l 5300 | L Eranch |D 5270 | 17{0x11)
Brohlm+l [s301 |1 -~ Mode N ID 5271 | 3
Brohon+2 [53le |2 —d Mode N-2 1D | 5272 | 0
Brech LN+2 | 5317 |2 . W=$00803  oden-1iD |s273 | 3
/ _ﬁ=mm2 Mode M+LID | 5274 | 0
1 Mode N+21D | 5275 | 0
Line 0 10 = $00501 |
Register Value
BB ._ Made 5220 | 11
Lim\ Branch ID 5270 | 18{0x12)
._ A — Hode N 1D 5271 | 3
D= 10507 _,\ 1 Mode N-2 10 5232 0
-y Mode N-110 | 5273 | 3
.. Mode N4+LID | 5274 | 0
1D = $10302 ~ \ 2 Mode N+2 1D | 5275 | O
— - g1z
Mode 5220 |11 A
Branch ID | 5270 | 16(0xL0) 1D = $10503
Mode N 1D 5271 |1 .
Mode N-2 1D | 5272 |0 D = $ToSed N
Mode N-1 1D | 5273 | 255
Mode N+LID | 5274 | 2
Mode N+2 1D | 5275 | 3
Register Value
Mode 5220 |11 Made 5220 |11 Mode 5220 | 11
Branch ID S270 | Lat0xlo) ' Branch ID 5270 | Lef0xlo) Branch ID S270 | La{0x10)
Mode W ID 5271 | 2 ' Maode I 1D 271 | 3 Maode N 1D 5271 | 4
Mode N-2 1D | 5272 | 255 Mode W-2 1D | 5272 |1 Mode N-2 1D | 5272 | 2
Mode W-1 1D | 5273 |1 Mode N-11D | 5273 | 2 Mode N-1 10 | 5273 | 3
Mode N+ 1D | 5274 | 3 Mode N+11ID | 5274 |4 Mode N+1 1D | 5274 | 0
Mode N42 1D | 5275 |4 Mode N+2 1D | 5275 |0 Mode N+2 1D | 5275 | 0
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4.1. Description of Smart Repeater Functionalities

As in Addressed Secured mode, using the Smart Rapemde it is possible to exchange
data and telemetry frames, and the format useceoal port is the same with the use of “="
and “T" delimiters for data and telemetry framesspectively. Additionally, the “H”
delimiter is used to send Hayes frames to requestodlify a node configuration. Each node
is identified by its branch (consisting of a manarch ID and a sub-branch ID) and its node
ID.

Examples: “2=hello” for data exchange, “17TDG$0m} ftelemetry, “20HAT/V$0OD” for
Hayes.

This mode allows two types of broadcast messagem toordinator to all modules on a
branch and sub branches, and from coordinator Iteudl branches of a particular node.
Broadcast is forbidden for Hayes frames.

In the first broadcast type, the frame is transditon all nodes of the affected branch and its
possible sub branches. To send a broadcast fraraggiven branch, the frame recipient must
contain the ID of the given branch, 0 as sub-brdbcand OxFF as node ID.

Example when the final recipient is $40$FF:

."\./\/\/\.

e o /\ /\

.'

In the second broadcast type, there is the dag@agetion on the branch until the interested
node and then the frame transmission to its subches. The frame recipient must contain
the main branch ID, OxF as sub-branch ID and theflihe given node.

Example when the final recipient is $3F$zz:
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&
W)
&9"‘3
o

@ .. S
Line 3 Q, .— _. ._ o

’\

When using Smart Repeater mode, it is highly recentad to configure the serial header in
2 bytes hexadecimal by setting bit 2 (numeric hgaaled bit 5 (2bytes header) to 1 in register
S255. Setting S255=37 activates this configuratidranks to this, the serial header will be

intuitive and close to the Smart Repeater addrggdiilosophy. In the following examples it
is assumed that this configuration is used.

4.1.1. Data Communication example

@
Send frame T: f
$00$02=HELL O T

1 = $00503
Send frame 2 .":
$12803=-G0O0OD BYF / —10 = $00£02
] J %o Receive frame ¥
Line @ ""':.i.'zﬂ - 200807 W SFFIFF=HELLO
Lin)ik
| D = $11503
Receive frawe 3 iD= $10507 ‘\ Raceive frame 2
FT0S02=HOW ARF YOu T AFFSFF=GO0OD BYE
= Hu:ﬁnz 4\ /
_-i—'"- et !j:'g £12503
2 1D = $10503 ’\
Sonpd frame X .
SFFSFF=HOW ARE YOU
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4.1.2. Telemetry Communication example

In a Smart Repeater network it is possible to ayi@®s of any remote node from coordinator
by sending telemetry commands with the same addogsgention.

It is also possible to detect edge events occuromga node, in this case, the node can
automatically send an 10 report to the coordin@oorder to monitor the event. The S258
register in not used by Smart Repeater, all telgmetents are directly reported to the
coordinator simply by configuring one 10 as an edgtector.

IO copy feature cannot be used in Smart Repeatdemo

=
B los=vece
I
A -~
= 106=VCC
i /4
A 1 $00803
Send Switch ON the whole branch 0: ~ 106=VCC /
$00$FFTDS$00$2050082050D ' / 1D = $00$02
Line 0 < 5266=1 (106 output)
/ ~ID = $00501

®
Line 1

ID = $10801 &
Receive PHSH‘ button event:

$12503TDRE0OS1050D

._n'ge on 105

- *”m = $12§03
ID = 51050% = 5265=6 (105 edge detector)
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4.1.3. Hayes Communication example

Hayes commands can be sent over a Smart Repeat@rkeThis allows reading or writing
any register in a remote node located anywherdénnetwork. To use Hayes over Smart
repeater network, the user serial frame shoulddomeposed by the destination address, the
Hayes delimiter “H” and finally the desired Hayesnunand. As an example,
“24HATS210?3$0D” is the serial frame to check regis$210 current value on module 24,
this will trigger a response like “24HS210=5%0D".

When using Hayes over a Smart repeater netwoswaérticularities should be considered:

“ATR” command to reset all parameters to default isatlotved through the network
otherwise the remote module would lose its netveankfiguration and would not be
reachable anymore.

“AT/S” command to check the whole registers list ispaimitted due to the big size
of the response.

Broadcast of Hayes command from coordinator isenabled because this could
trigger a big number of responses at the same time.

- “ATTO” and “ATT1” can be sent by the network to start continuoaorda X for test.
However the radio test is automatically stoppedraé0 seconds.

- “+++" command can be sent through the network and &’ ‘i® received back but
this command has no effect on the remote module.riibdule stays in Smart repeater
operating mode. Only “+++” sent locally on seri@rpcan make the module entering
in Hayes mode.

- Write access to smart repeater dedicated regigtrge S270 to S331) is possible over
the network but the new values are only storedBREOM. The new setting is applied
only after sending an “ATO” command. This allowsxdieg (and checking) a new
network configuration while using the current cguofiation until “ATO”. The
recommended practice is to write all the new valfesmart repeater registers, check
them, change them if needed and finally when th& oenfiguration is verified an
“ATO” command can be sent to apply it.

- “ATO” command sent in Smart Repeater mode is used ity amy new network
configuration.

- “S200 register can be written to change the channel cdmote module. In this case
the “OK” reply is sent first and then the new chelnis applied. To change the radio
channel of a whole branch, start by the last mgdrisure the “OK” response has been
received and repeat the operation for each mogute the Coordinator.

- “ATBL” is available also in Smart Repeater mode andtheseffect of making the
remote module enter bootloader mode.
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Acknowledgments

By default, Smart Repeater uses both serial and esknowledges that can be disabled by
setting bit 4 (RET) and bit 6 (ACK) respectivelyrggister S255.

Radio Acknowledge increases the reliability of wéss communication. When a module
sends a frame, the receiver sends back an ACK ftarmoenfirm that the message is correctly
received without error. If the sender does notivecany ACK after a wait delay, it can retry
to send again the same message. The sender wjillagtmany times as defined in register
S223. If not disabled in register S255, Smart Regresystematically uses the ACK/Retry
mechanism for each hop when routing messages aldmgnch, even in broadcast. Only the
sub branches do not send radio ACK when receivimgadcast message because of collision
risks. However messages sent in unicast to a pktisub branch are acknowledged. This
feature gives a good probability to reach the datitn. However Smart Repeater uses radio
ACK only at single hop level and does not provideoenplete path acknowledgement, this is
left to the user application responsibility if nedd

Serial Acknowledge gives to the user an indicatiwat the sent message is correctly accepted
or not by the network. Receiving an “OK” on theiakport confirms that the sent message is
correctly formatted, has a correct destination eslsland has successfully passed the first hop
to the destination. Please note that receiving “@kés not guarantee that the message has
reached the destination. The Smart Repeater moeke it offer this verification; if needed,

it has to be implemented by the user in his apptinaReceiving an “ERROR” indicates that
the message format is not correct, or the destindb is not accepted, or communication on
the first hop has failed.
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5. LT70

The LT70 is a terminal equipped with a module LBBBB- It supports all the functionalities of tradital S-
One except Telemetry.

It adds a new S215 register to select the typedldink used, configurable to work in any of #éollowing
modes:

» RS232 6215=0, default valug This is the standard full duplex serial link. vorks on up to 5
signals (3 without flow control): RxD, TxD, RTS, GTand GND, and uses +/-12V levels. It is the
only serial link type allowing flow control.

* RS422 (S215=1): Full duplex link on 4 wires usimdtage difference.
* RSA485 (S215=2): Half duplex link on 2 wires usirgtage difference.

* RS485-Full (S215=3: Full duplex link on 4 wiresngwoltage difference. Unlike the point-to-point
RS422 protocaol, it can be used for multipoint ofieres.

.

—_ U [
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6. Document History
Revision Date Changes
0 2011-02-23 First issue
1 2011-05-17 * 8ll.2 — Operating Modes: complete rewrite to becte.

* 8lI.3 — Network Configuration : addition of AES laihd
explanation of this bit in 255 register

* 8|I.3 — Default telemetry Address: S258, new regist
coming with new telemetry functions now available

* 8l.3 — Low Power Configuration: this chapter is
completely new and describe all low power modes and
associate registers.

* 8ll.4 : Note about Wake on Radio limitation now
removed because Wake on Radio is now operational
all modes.

* 8ll.4 :in registers table, add AES bit in reg 26t add
reg 258.

e 8ll.4 :in registers table, S260 appeared with new
telemetry features, and some precisions for red $26
269.

* 8ll.4 :in registers table, new register for AESBption
Key

» 8lI.5. Dedicated IO description : this chapter is
completely new and describes all pins which have
specific functions

* 8lll.1: add IRQ feature, add I/O copy features.

* 8lll.1: new version of the IO table, clearer andren
exhaustive.

* 8lll.2 — Analog Get request : this paragraph is new

* 8lll.2 — Interruptible inputs, 10 copy and Bindingew
paragraphs coming with new telemetry functionaitie

2 2011-10-25 * 83.1 — better description of I/O3 and 1/04 features

* 82.2 — Information regarding buffer size

* 82.3 — Information regarding buffer capacity forigke

in

flow control
2011-11-17 * Template modification
2012-07-02 » 82.3:registers modifications including LE50-433
* 82.4:registers modifications including LE50-433
5 2012-08-29 * 82.6 — Hayes over the air : this paragraph is new
6 2013-05-17 » 82.3.5: update of S243 Register description

e 82.4: addition of new Telemetry Client mode in 26
update of S243 Register
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83.2.4 — new Section for Telemetry Client
Addition of Smart Repeater mode (updated § 2.2382
§ 2.3.4 and § 2.4, added § 2.3.6 and Chapter 4)
Updated description of frame size limitations iclay
wakeup mode (82.3.5)

Addition of LE70-868

Addition at 915 MHz operation to LE50-868

Addition of S211 configuration register

§ 2.3.1: Clarification of radio preamble setting fo
acknowledge frames

§ 3.1: Removed limitations on edge detector
configurations able to wake up the module from ditiay
Addition of syncword configuration register (S207)
Changed LE50-433 software version to GD.S00.01.0¢4

2013-11-08

Updated applicability table (product and SW ver¥ion
§2.3.2: Updated section and added “Serial Link Type
S215 register and its description (available onliT70-
868 Terminal).

82.4: added S215 register in Public Register kaistet
83: added warning in telemetry usage

Added chapter 5 “LT70”
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